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Projoy Electric Co., Ltd. — Vulnerability Disclosure Program (VDP) - rev.1.0

1. Premise

Hardware and software ICT channels and solutions are integral parts of the systems produced
by Projoy Electric Co., Ltd, hereinafter the Company.

The Vulnerability Disclosure Program or Vulnerability Disclosure Policy (VDP) is a policy
implemented by the Company aimed at encouraging the interaction between the Company
and any subject who discovers cyber-vulnerability in the ICT channels/solutions developed
and provided by the Company.

2. Definitions

Def. 1 - discoverer: any subject

- individuals or organizations,

- motivated to build a more cyber-secure ecosystem and/or motivated to improve loT services,
- who have discovered vulnerabilities in our ICT channels/solutions, as a result of legitimate
activities or as a result of voluntary forcing on their part,

- intends to share any discoveries of vulnerabilities with Projoy Electric Co., Ltd.

3. Company commitment not to take legal action
The voluntary forcing of the Company’s ICT channels/solutions generally constitutes a legal
violation and a violation of the warranty conditions.
However, the Company recognizes discoveries of cyber-vulnerabilities by discoverers as
exceptions:
- Projoy Electric Co., Ltd welcomes the sharing of this type of discoveries between discoverers po
and the Company;
- Projoy Electric Co., Ltd will not take legal action against the discoverers regarding thei ‘“ \
possible forcing actions, if these:
= have been limited to Company's products (also services or use of services) in the
legitimate possession of the discoverers (their properties or properties of third parties in
agreement with the discoverers);
* have not caused permanent damage or compromission of properties, proge ct
and/or data of third parties not in agreement with the discoverers;
- Projoy Electric Co., Ltd will not initiate a Public Disclosure policy of the cyf.aer-v; n
discoveries, because third parties (our suppliers or our customers) could be Imolved and it |s '-?"!‘

"4\

-

not possible to define in advance the level and type of this involvement; the Compa‘hy» — M,;’s?f
= invites the discoverers to respect this will, otherwise any legal action will be evaluated; -~
= undertakes to suspend any vulnerable service/function until its fixing, if this fixing is
particularly expensive in time or complex.

4. Company and discoverers collaboration platform

If vulnerabilities of Company's ICT channels/solutions are discovered, the discoverers are
invited to communicate their discoveries to the Company:

- to send an email to: VDP@projoy-electric.com .
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- the body of the email must contain:
» the name and model of the PROJOY product in which the vulnerability was discovered,
» any URL of the Projoy Electric Co., Ltd services on which the vulnerability was found,
= possibly, the VRT classification of this vulnerability: category /subcategory /variant
according to the taxonomy https://bugcrowd.com/vulnerability-rating-taxonomy ,
» the procedure with which the vulnerability was discovered, and the forcing of the system
was carried out if any,
= the effects of this vulnerability, both verified and hypothesized,
= possibly an email address of the discoverer: it is not mandatory but it would be
interesting to interact with the specific subject.
Following this action by the discoverer:
- the discoverer will be contacted (if an email address has been provided) for more deep
information and to communicate the estimated time for fixing the vulnerability;
- if the interest for ongoing collaboration will emerge, specific agreement will be defined and a
NDA as a part of it.

5. Next level of VDP implementation
The policy described here will be made fully public in an upcoming update of the Company’s

website www.projoy-electric.com .




